ABSTRACT Considering the security and efficiency of quantum communication system, one step quantum key distribution protocol based on hyperentangled Bell state is proposed. Every 6 classical bits are divided into a group, which are encoded by single particle and hyperentangled Bell state, the sender Alice sends them to receiver Bob, Bob randomly selects the position of hyperentangled Bell state to measure and detects the existence of eavesdropper Eve by comparing measurement results in his hand and transmitted by Alice. Quantum key distribution protocol based on grouping is proposed to solve the storage problem of quantum information and improve the maneuverability, a security analysis is calculated under the intercept-measureresend attack which introduce at least an error rate of 46.875%, if Eve wants to get all the information, the probability of detection eavesdropping under the entanglement-measure attack is 93.75%, so it proves that proposed protocol does not need to store the quantum state and asymptotically secure under interceptmeasure-resend attack and entanglement-measure attack.
requirements, some new QKD protocols were proposed, such as [20] - [33] . Hyperentangled state, the entanglement of particles in several degrees of freedom, has attracted much attention due to enhance the channel capacity in quantum communication [34] - [47] . However, little attention has been devoted to quantum storage time in most protocols, short storage time of quantum state is an important problem in quantum communication field, at present, the world record of quantum state storage time is only 3 ms at Heifei National Laboratory for Physical Sciences of Microscale and Department of Modern Physics. QKD protocol which need to store quantum states has some limitations on operability, considering the storage time of quantum state, a new quantum key distribution protocol based on grouping is proposed, which does not need to store quantum states. In our paper, hyperentangled Bell states are used to encode information for increasing the efficiency of eavesdropping detection, for simplicity, we call the proposed QKD protocol as HQKD and analyze the security of the protocol.
II. NEW QUANTUM KEY DISTRIBUTION PROTOCOL A. HYPERENTANGLED STATE
In quantum key distribution protocol, entanglement state, a unique phenomenon in quantum physics, is important in quantum information communication and can be used to transmit information. 4 Bell states for two particles are as follows.
The Bell state is just the entanglement of particles in one degree of freedom, the hyperentangled state is the entanglement of quantum system in multiple degrees of freedom, which has attracted many researchers's attention for its wide applications in quantum communication. Hyperentangled Bell state is a quantum state that two particles are entangled simultaneously in 2 independent degrees of freedom. QKD protocol has been demonstrated by hyperentangled Bell states, which only requires two particles entangled in both spatial (path) and polarization degrees of freedom.If one particle of hyperentangled Bell state is measured, the hyperentangled Bell state will collapse and the state of remaining particle can be determined, so a hyperentangled Bell state can transmit 4 classical binary bits, it can be expressed as follows.
The Bell states of polarization degree of freedom |ε p can be written as follows.
The Bell states of spatial degree of freedom |ς s can be written as follows.
In equation (6), (7), (8) and (9), a and b are two hyperentangled particles, p is polarization degree of freedom, s is spatial degree of freedom, |H is polarization horizontal state, |V is polarization vertical state,|H and |V denote two orthogonal spatial states.
B. THE HQKD PROTOCOL
One of difficult problems is that quantum storage time is too short in quantum communication process, ping pong protocol takes two steps for transmitting information and need to store information for receivers, BB84 protocol only takes one step to transmit information and not need to store quantum states. Similar to BB84 protocol, information is transmitted by choosing different measurement bases, the HQKD transmits information by choosing different position of hyperentangled states, it also takes one step to transmit information and not need to store quantum states. Classical binary information is grouped into 6 bits and one hyperentangled Bell state and single particle are prepared for every group, then Alice transmits each group particles (three particles) to Bob at the same time by quantum channels. After receiving these particles, Bob does not store the group particles and immediately chooses the position of hyperentangled Bell state for measurement, if Bob chooses the right position, he will get the right information. Detailed protocol is described as 6 steps.
(1) Alice transmits an orderly binary sequence to Bob, she divides every 6 binary bits into a group and prepares one hyperentangled Bell state and single particle for encoding each group binary information.
(2) Alice extracts a group information and numbers them (1, 2, 3, 4, 5, 6) in turn, she divides this group into three smaller groups (1, 2), (3, 4) , (5, 6) 
→ |
+ p ⊗ | + s , 0001 → | + p ⊗ | − s , 0010 → | + p ⊗ | + s , 0011 → | + p ⊗ | − s , 0100 → | − p ⊗ | + s , 0101 → | − p ⊗ | − s , 0110 → | − p ⊗ | + s , 0111 → | − p ⊗ | − s , VOLUME 7, 2019
Single partcile in spatial and polarization degree of freedom represents 2 classical binary bits respectively.
Alice records the position information and sends every group quantum information to Bob by quantum channel at the same time. If information of all groups are taken out, go to step (5), otherwise go to (3) . (3) When Bob has received the qubits from Alice, Bob randomly chooses position (A,B) or position (A,C) to measure hyperentangled Bell state and does B z measurement on remaining single particle.
(4) After Bob completed quantum measurement, Alice tells Bob the position information of hyperentangled Bell state by classical channel. If the position information chosen by Bob is not right, the key generated by the current group will be discarded. Otherwise, Bob decodes the key information and adds them into the whole raw key, then goes to step (2) to start the next group.
(5) In order to detect Eavesdropper Eve, Bob randomly extracts some hyperentangled Bell state particles from the whole raw key as decoy particles, Alice tells Bob the original information of the decoy particles, Bob compares measurement results in his hand with the transmitted by Alice. According to [48] , without eavesdroppers the error rate ε will be lower than the specified threshold 11%, quantum channel is considered to be secure and the generated key information is credible, otherwise, the generated key information is unreliable and the communication process ends.
(6) After quantum channels have been proved secure, Alice and Bob perform the correction and privacy amplification for the remaining particles, the final key is got. Table 1 is an example of the process that one group information (010001) was encoded and sent to Bob. Before information was transmitted, Alice and Bob confirm the relationship between hyperentangled Bell states and 4 bit information based on equation 10, the relationship between single particle and 2 bit information based on equation 11. As shown in Table 1 , Alice needs to transmit (010001) to Bob, she divides this group information into three smaller groups A, B and C, smaller group A is (01), smaller group B 
III. PROTOCOL SECURITY ANALYSIS A. THE INTERCEPT-MEASURE-RESEND ATTACK
Security analysis is very important for QKD protocol, the theoretical security is based on the law of quantum mechanics. For quantum key communication process, there are many types of attacks, including coherent attack and incoherent attack. Intercept-measure-resend (IR) attack is a common incoherent attack, security analysis under IR attack is analyzed now.
Alice sends quantum information to Bob, but Eve does not know the position of hyperentangled Bell state, he randomly chooses the position (A, B) or position (A, C) to measure and resends them to Bob, which would cause bit error. If Bob measures hyperentangled Bell state with the same position as Alice sends and there is no eavesdroppers, they can get the right key, the bit error rate is 0.
If Bob chooses the wrong position to measure, Alice and Bob will find measurement positions different by Alice and Bob's comparison process, the result will be discarded whether Eve eavesdrops or not. If Eve takes IR attacks during the communication process, because Eve does not know the position of hyperentangled Bell state, he will randomly choose position to measure that will cause bit error, assuming Alice chooses the position of hyperentangled Bell state (A, C), the analysis is as follow.
(1)If Eve chooses position (A, C) to measure and resends the result to Bob, the probability is 50%. When Bob receives particles, if Bob chooses the same position (A, C) to measure, Bob will get the same result as Alice sent, they will not find the existence of Eve. Table 2 shows this process of transmitting one group information (010001).
(2) If Eve chooses position (A, B) to measure and resends the result to Bob, the probability is 50%, the hyperentangled Bell state position chosen by Bob is inconsistent with Alice's choice, it will destroy the original hyperentangled Bell state of A and C particles. According to Heisenberg uncertainty principle, A and B particles will randomly collapse into one of hyperentangled Bell state, C particle will randomly collapse into one of single particle state. For example, if Alice sends (010001) binary sequence to Bob, smaller group A is (01), smaller group B is (00), smaller group C is (01), according to equation (8) and (9) Eve can obtain 16 different measurement results with the same probability of 1/16, subsequently, Eve resends the measurement result to Bob. If Eve's measurement result is
, he resends the result to Bob, supposing Bob chooses hyperentangled Bell state position (A, C) to measure, Bob will get a random result as follow.
From the equantion (13), Bob may get the right state
) with 1/16 probability, then he get the right result (010001); Bob may get wrong state with 15/16 probability, the result may be one of the following case {(000000), (000001), (000110), (000111), (010000), (010110) (010111), (101000), (101001), (101110), (101111), (111000), (111001), (111110), (111111} and in these cases eavesdropper Eve will be detected by comparison between Alice and Bob. Table 3 shows an example that Alice transmits (010001) to Bob, Eve chooses wrong position to eavesdrop and gets wrong result, Table 4 shows an example that Alice transmits (010001) to Bob, Eve chooses wrong position to eavesdrop and gets right result.
If Eve's measurement result is one of the remaining 15 cases, the analysis process is similar to the above analysis, in each case, Eve will be detected with 15/16 probability. In HQKD protocol, Bob and Eve measure hyperentangled Bell states independently. Eve chooses the right position of hyperentangled Bell state with 1/2 probability, in this case, he can get the correct result without being detected by Bob and Alice; Eve chooses the wrong position of hyperentangled Bell state with 1/2 probability, he will get a random result, in this case, Bob gets the correct result with 1/16 probability and the wrong result with 15/16 probability. Therefore, when there is eavesdropper Eve, the probability of getting wrong key is ζ = 15/32 = 46.875%.
If Alice and Bob compare m groups information, they would detect eavesdropper Eve with the probability of P d = 1 − (1/2 + 1/2 × 1/16) m , in order to get the probability of 1 − 10 −9 , they need to compare 33 groups information, which is less than 72 groups information in BB84 protocol.
According to [38] , [39] , I (A, B) is the mutual information between Alice and Bob, I (A, E) is the mutual information between Alice and Eve, I (A, B) should be greater than I (A, E) based on the security requirement of quantum channel, if the bit error rate of quantum channel is larger than 11%, eavesdropper Eve will be detected. In order to avoid being detected, Eve should eavesdrop with a certain probability r, the overall error rate should satisfy ζ d = ζ × r < 0.11, we can get the value of r which should be less than 0.235 and satisfy the following equation.
If 0 < r < 0.235, according to [40] , the following equation should satisfy = 1 − 2 × (I 0 + I 1 ) > 0, if r ≥ 0.235, Alice and Bob will find eavesdropper Eve, they will discard this communication and restart a new one.
B. THE ENTANGLEMENT-MEASURE ATTACK
Now we analyze another type of attack named entanglementmeasure attack. In order to reduce the probability of being detected, Eve attacks only B and C particles. Assume A and C particles are hyperentangled Bell state | + AC ps = | + AC p ⊗ | + AC s , B is single particle state |0 B p ⊗ |0 B s , |H , |V , |H and |V are written as |1 p , |0 p , |1 s and |0 s , | + AC ps can be written as.
After Eve's attack E, the state |0 p and |1 p become.
The state |0 s and |1 s become.
|x 0 p , |x 1 p , |y 0 p , |y 1 p , |x 0 s , |x 1 s , |y 0 s and |y 1 s are the pure ancillary states determined by Eve, and satisfy.
After being attacked by Eve, A and C particles can be written as.
1
After being attacked by Eve, B particle satisfies can be written as.
So the lower bound of the detection probability d l is:
, s and t are positive real numbers, a + b = s + t = a + b = s + t = 1, so d l can be written as.
Considering the same probability of sending |0 and |1 in the general system, we set a = a = t = t , after simple mathematical calculation, we can get a. The relationship between the maximal amount of the information I and detection probability d l is as follows.
From the Figure 2 , we can see that if Eve wants to get all the information, the detection probability is 0.9375, Eve will face greater eavesdropping detection probability than OPP protocol.
Assuming the probability of Bob choosing one group particles as decoy particles is c, when Alice chooses the first group as message particles, the amount of information eavesdropped by Eve is 1 − c, when Bob chooses the first group as decoy particles but the second group as message particles, the amount of information eavesdropped by Eve is c (1 − d)(1 − c) . Similarly, the amount of information that eavesdropped by Eve can be got in each case. If Eve is not detected, the probability of successful eavesdropping is as follows.
After n successful eavesdropping, Eve can get 6nI (d) bits classical information, this probability is s n , the probability for successful eavesdropping I = 6nI (d) bit information is as follows. (27) For Eve chooses wrong position with 50% probability, so c = 0.5, we can get eavesdropping success probability s as a function of the information I . Figure 2 shows eavesdropping success probability as a function of the maximal eavesdropped information for different detection probabilities d.
In Figure 3 , When is I → ∞ s → 0 got, Eve only gets part of right information but does not even know which part is it, so the HQKD protocol can be thought as asymptotically secure. If desired, the security can arbitrarily be improved by increasing the control parameter c at the cost of decreasing information transmission rate.
IV. CONCLUSION
In this paper, a new quantum key distribution protocol HQKD is proposed and the security of this protocol is analyzed for intercept-measure-resend (IR) attack and entanglementmeasure attack. HQKD protocol doesn't need to store the quantum states and improves the maneuverability, the position of hyperentangled Bell state is used to encode information and detect eavesdroppers.Compared with [44] , 6 bits classical information can be encoded by a hyperentangled Bell state and single particle, this protocol is with higher information transmission efficiency.Compared with OPP protocol, the HQKD protocol is with higher eavesdropping detection efficiency 93.75% when Eve wants to get all the information. The protocol needs to fabricate and measure single particle, which can be implemented by using single photon source, single photon detectors and linear optical devices, this protocol also needs to fabricate and measure hyperentangled Bell states, which has been experimentally realized [48] , [49] , but based on the existing technical conditions, there are some difficulties in realizing to mix hyperentangled Bell states and single particle, quantum experiments have developed rapidly in recent years and the research of mixing hyperentangled Bell states and single particle will be research focus, we believe that the problem will be solved with the advancement of technology. ZHENGYAN ZHOU received the B.E. degree from Huazhong Agricultural University, Wuhan, Hubei. She is currently pursuing the M.S. degree with the Beijing University of Posts and Telecommunications. Her research interests include quantum cryptography and quantum security communication. VOLUME 7, 2019 
